PB071 — Programovani v jazyce C

VVSemozné zajimavosti, co by vas mohli
zajimat ©
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Navrhove vzory, antivzory, refactoring
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Navrhove vzory

® Navrhovy vzor je opakované pouzitelné reseni pro casto
se vyskytujici problém
e hitp://sourcemaking.com/design patterns

® Casto zmifiovano v kontextu objektové orientovaného
programovani, ale jde o obecny princip

® Napr. Jak pracovat jednotnym stylem s funkcemi
pouzivajici jiné API?

funkce délaji stejné (nebo hodné podobné) véci

jsou ale programovany ruznymi vyvojafi => rizné API

(C knihovny nebo napf. callback funkce)

navrhovy vzor Adapter (dodateCny kod vytvarejici oCekavane
rozhrani)
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if(server.is_file_in_database(path)){

server.set_licence_data_from_database(path);

char type;
char constrain;
bool right_input = false;

permissions new_permissions = {{FULLY, 0, {0,0,0}}, {FULLY, O, {0,0,0}}, {FULLY, O, {0,0,0}}, {FULLY, O, {0,0,0}}};

do{

cout<<endI<<"Enter type of file (t)text/(m)music/(e)executable: ";

cin>>type;
switch (type){
case 't'":

right_input = true;

// display

cout<<"Enter constrain for display (n)no/(p)partially/f(fully): ";
cin>>constrain;
switch (constrain){

case

case

case

'n":

new_permissions.display.constricted = NO;

new_permissions.display.count = -1;

new_permissions.display.interval.year = -1;

break;

lpv:

int count;

new_permissions.display.constricted = PARTIALLY;

cout<<"Count of display (-1 for not set): ";

cin>>count;

if(count > -1){
new_permissions.display.count = count;

by

else{
new_permissions.display.count = -1;
b

int year, month, day;

cout<<"Enter year (-1 for not set): ";

cin>>year;

if(year > -1){
new_permissions.display.interval.year = year;
cout<<"Enter month: ";
cin>>month;
new_permissions.display.interval.month = month;
cout<<"Enter day: ";
cin>>day;
new_permissions.display.interval.day = day;

by

else{
new_permissions.display.interval.year = -1;

b

break;
'f's //f is default value
break;

default:

cerr<<"Wrong input type. Please insert n/p/f."<<endl;
right_input = false;
break;

PBO71



... a anti-vzory

® Casto se vyskytujici problémy v psani kodu
® http://sourcemaking.com/antipatterns

® Spagetovy kod

® Cut&Paste programovani

® Velka provazanost
e kazda zména zpusobi problém a nutnost dalSich zmén
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Refactoring

® Uprava kédu z divodu zlep$eni jeho &itelnosti a flexibility
napr. rozdéleni funkci do vice podfunkci

presun nebo sjednoceni souvisejiciho kodu

Citelnejsi zapis logickych podminek

uprava argumentu funkci, jejich pojmenovani (API)

® Nedochazi k pridani nové funkcnosti
o ale muze dojit k pfidani novych chyb ©
® http://www.sourcemaking.com/refactor
® Vetsinou manualni prace, ale nastroje mohou mit podporu
pro nekteré pomocné operace
e napr. prejmenovani promenné v celém projektu
e napf. identifikace problematickych mist v kodu
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Source monitor — example outputs

® http://www.campwoodsw.com/sourcemonitor.htmi

FE SourceMonitor - [All Methods in C++ Project ‘projectl’, Checkpoint "Baseline’]
File Edit View Window Help
D]o|w|@|e| SlEl x[<] v 4
Class < | Method Name Complexity | Statements | Maximum Depth | Calls
convert_hex_char to int() 10 %] 3 0
main() 34 193 i} 11
Licence server encrypt_licence file_aes cbc() 2 29 3 15
Licence_server generate licence() 12 o4 a 37
Licence server generate random_data() 2 4 2 3
Licence server is_clientid in_database() 4 12 4 3
Licence_server Is_file_in_database() 4 12 4 3
Licence server save to binary _file() 2 [l 2 4
Licence server set client data from database() 6 18 4} 13
Licence server set constraints() 3 20 i 16
Licence server set licence data_from_database() 4 12 4 3
Licence server set permissions() 1 1 1 0

® Complexity: 1-10(OK), 11-20(nékdy), > 20(NOK)
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Open-source portaly, verzovaci
nastroje, reverzni inzenyrstvi
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Dalsi verzovaci nastroje

® http://en.wikipedia.org/wiki/Revision control
® SVN, GIT, Mercurial, Bazaar...

® http://en.wikipedia.org/wiki/Comparison of revisi
on_control software

—
mercurial g
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Open-source portaly

® Open-source portaly
e https://sourceforge.net
e https://code.google.com/hosting/
e https://github.com/
e http://www.codeplex.com/

o ...

® Zapojte se do existujiciho projektu
e TODO list, bugs

® Zalozte vlastni projekt

e bakalarka, vlastni napad...
o (dobra reference pfi pohovoru do firmy)
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Assembler, Reverzni inzenyrstvi RE

® Schopnost (CasteCné) prace na urovni assembleru
zvétSuje pochopeni programu a moznost ladéni problému
® Podpora v IDE (Disassembly rezim) béhem debuggingu

e Visual Studio —» Go to Disassembly
e QT Creator -» Debug — Operate by instructions

® Specializované nastroje (OllyDbg, IDA...)
® RE: ziskani puvodniho kédu z prelozené binarky
e neni ale omezeno jen na software
e http://en.wikipedia.org/wiki/Reverse engineering
o The Reverse Code Engineering Community:

e http://www.reverse-engineering.net/
e Tutorialy: http://www.tuts4dyou.com
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OllyDbg http://www.ollydbgqg.de/

-
* OllyDbg - pbl73CrackMe.exe - [CPU - main thread, module pb173Cra]

@] File View Debug Pluging Options Window Help

dE4BiEEe] . Al BESR4GGEE
AEdainEe! . 33C5

Ap4aiaan . 8245 F3
gEq4aiaial , CY4s FC OOBEE
‘BE4alalv . 6% EC284080
aEd4aialc) . 68 FAzZR4B68
aE4aiEzll . FF1E SC2E4868
aEd4aimzy| . 9304 88
aa48162H) . 58945 FC
gE4aiazpl . 837Y0D FC BB
Apd4aiaall .74 5C

aE4a1A32) . 9B45 FC
AE4a1A26] . 5@

AE4a1Eay &l BE
aa4a1a33 &H @1
aE48183E8| « S040 FA
aa4a1A3E| . 51

AE4a1A3F| . FF15 ABzZe4888
Apd4Eindsl . 93C4 1A
aa4aiadz) . 89945 EC
aEdalndel . 8370 EC B5
BE4B1E4F| 73 86
aE4a1Es51| ~EB 3C
aa4a1852) .~EB 3A
aa46a1855| ~EB 2B
BE4EIEET| > BFBEELS F@
AE4E1IASE| . 83FA 7@
BE48185E| .75 1E
gE4alacs) . BFEE4S Fl
aad4aiacd) . 93F3 62
aE4a1857| 75 15
HE4E1E59| . BFBE40 F2
aa4aimcnl . 893C1 50
apd4aiaval . 51F3 ADBEEEaEE
HE4B187E] ~75 B
BE4E1873| ~EB 27
Qoeglorn) BB o JUE SHORT DD
BE4E2HECS Dbl?BEra BE4E28EC (ASCIT "rb™)

MO ER:, OWORD FTR DS5: 4826861

#0OR EHx, EEFP

MOU- OWORD FTR 55: LEEP-31,ERA

MOU OWORD PTR SS: [EEF-41,8
EEEED

PUSH pbl72Cra. @04

FUSH pblv3Cra. BE4E2EF

CALL DWORD PTR DS: [<&HSUCR9@ fopen ]
AODO ESF, 2

HMOU DWORD PTR 55: [EEBP-41,ERx

CHP DWORD PTR SS: [EEBF-41,8

JE SHORT pblv3Cra.s84al83F

MOU ERE, OWORD FTR SS5: [EEP-41

FPUSH ERX

PUSH &

FUSH 1

%Eg EEH OWORD PTR S55: [EEBF-1A1

CALL DNDRD FTR DS:[<{&MSUCR9E. fread:]

ADD ESP, 16

OWORD PTR S5:[EEBP-141,ERX
OWORD PTR_S5:[EEFP-141,5
SHORT

SHORT

pbl73Cra. A84810857
pbl173Cra. BE4E1B2F
SHORT pbilv3Cra.@848182F
JHP SHORT pblv3Cra. 88481822
MOUEX EDY,.BYTE PTR 5S5:[EBP-181
CHF ED, 78

JHME SHORT pblv3Cra. 8048 187E
MOUEX ERX.BYTE PTR 55: LEEP-F1
CHF ERHX, 52

JHE SHORT pblv3Cra. BE48187E
MOUEX ECH,.BYTE FPTR 55:[EBP-E]
AOO ECH, &0

CHP ECx, BRO

JHE SHORT pblv3Cra.8048187E
JHMP SHORT pbilvSCra. B84616A1
17200, BA4a]160]

[Mﬁdé = b

path
fopen

s rean
n=5
sige = 1

ptr
fread

Bl x] w0 w3 #1 A ] vLle[m{r[wn]c[/[k[B[R]..|5]

secrest_

license.tat"™

EE]e]

[

S EMpTY

- LFPL £l

e

??HDEDEH
EEEEERER
BE4E127A
TFFOOaRE
aa1z2FFac
BE12FF24
HEREEEER
BEGARARA

BE4E137E

ES @az3
LS Bale

G5 BEER

LastErr
BEEEEZ 45

enpty
empty

EMphy
EMpty
EMpEY
Empty
enpty

[s]alals]
H27F

O 0
Ll Rafion Bl fen B}

Col
P

kernel32.BaseThreadInitThunk
pbl173aCra. <Modu leEntruFoint

pbl17ECra. <Mody leEntrdPoint

SZbit @LFFFFFFEF]
ZZbit B(EFEFEFEFE]
SZbit BIFFFFFEFE)
Z5bit BIFFEFFFFE)
S5bit TFFOFEEE] 4808
RULL

ERROR_MOD_HOT_FOUND ({ B@88887E)
(MO, HE, E,BE, N5, FE,GE.LE!]

3218 E
nd 8 @ B & Err
=z MEAR, 52 HMaszk

(GET]

| Ainalysing pi173Cra: 14 heuristical procedures. 21 cals to known, 2 calls to guessed functions.

| Paysed
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Knihovna SDL

® Simple Direct Media Layer htip://www.libsdl.org
® Pokrocila knihovna pro praci s grafikou
® Vice moznosti nez Allegro

Simple mmy
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NCurses, PDCurses

® NCurses 5.9: hitp://www.gnu.org/s/ncurses/
e Unix/Linux

® PDCurses: http://pdcurses.sourceforge.net/
e port pro Windows, PDCurses.dll

® Knihovna pro praci s ,grafikou® v textové konzoly
e http://www.paulgriffiths.net/program/c/curses.php
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NCurses

Batalla Haval ncurszes client 0,80
by Ricards Buesada (=) 1998, 97, 898

Your hoard dizconnEct
| #Rdddd | Siiiiiiiiiaiiaiiadiaiiiiiaiiiiiiiiiciiiiciiiiiii o=
E
| #3 | | | AR statls
| #3 | | | AR
| A |
| A | | | $AR
| #3 | | | AR Config
| #3 | | | AR ) [ETETTTT
ablut
T T B

Buit

ssh -p

python |, fmain,.py p
pidgin
dbinddhopod wland -h par
wpa_supplicant -B -i wla
dusrSbinSpython -0
xfced—=ettings—thelper

Thamar ——daenan
xfced—panel

fSyztemd Indexd libdxfc

xfced-hattery—p
SSyztemd Indexs 1 ibexec

Uvod do C, 5.5.2014



NCurses - demo

Uwvc

/* Prelozit: */

/* module add ncurses */

/* gcc testcurses.c -o testcurses -Incurses */

/* Pred spustenim nastavit: export TERM=xterm */
#include <ncurses.h>

#include <unistd.h>

int main() {
int i,ch;
char text[]="Stiskni nejakou klavesu ";
char usr[10],pwd[10];
WINDOW *ww;
/* inicializace */
initscr(); /* Zacatek prace s curses */
cbreak(); noecho(); keypad(stdscr,1); /* Nastav implicitni rezimy */
nodelay(stdscr,0); ni();
clear(); /* Vymaz obrazovku */
/* pis po obrazovce - uhlopricne */
mvaddstr(0,20,"Zkouska psani po obrazovce:"); /* pis text na zadanou pozici */
getmaxyx(stdscr,maxr,maxc);
move(maxr-1,0); /* Presun kurzor */
printw("Okno ma %d radku, %d sloupcu",maxr,maxc); /* od pozice kurzoru pis text */
for(i=0;i<23;i++) { mvaddch(i+1,3%*i,text[i]); /* od pozice kurzoru pis znak */
napms(300); /* Cekej zadany pocet milisekund */
refresh(); /* Teprve ted se zmeny vykreslil */

¥




/* zkouska cteni z klavesnice */
ch=getch(); /* Cti znak z klavesnice */
attrset(A_STANDOUT); /* Dale pis zvyraznene */
mvprintw(2,30,"%s %c","Stiskl jsi: ",ch); /* Jako printf, ale do okna curses na danou pozici */
refresh();
sleep(5u); /* Cekej 5 sekund */
clear();
refresh();

/* zkouska okna */
ww=newwin(5,20,10,30); */ Vytvor podokno */
wborder(ww,'|','l','-,'=""" ) +,™); /F Oramuj okno */
echo(); /* Vstup vypisuj */
mvwaddstr(ww,1,2,"Login: "); /* Pis do podokna */
wgetstr(ww,usr); /* Cti retez v okne */
noecho(); /* Vstup nevypisuj */
wmove(ww,3,2);waddstr(ww,"Password: ");
wgetstr(ww,pwd);
wrefresh(ww); /* Prekresli jen podokno */
delwin(ww); /* Zrus podokno */
attrset(A_REVERSE); /* Nadale prohod barvu popredi a pozadi (negativ) */
mvprintw(20,10,"Vsichni sem! "

"Uzivatel \"%s\" ma heslo \"%s\"",usr,pwd);

refresh();
sleep(5u);
clear();
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[* zkouska barvy */

if(has_colors()) {/* Umi terminal zpracovavat barvy? */
start_color(); /* Pracuj s barvami */
init_pair(1, COLOR_RED, COLOR_YELLOW); /* Definuj dvojici barev (pozadi, popredi) */
attron(COLOR_PAIR(1)); /* Pouzij definovanou dvojici barev */
mvprintw(4,30,"BAREVNY TEXT");
attroff(COLOR_PAIR(1)); /* Prestan pouzivat dvojici barev */
refresh();
i=getch(); /* Cekej na zadani znaku */

}

endwin(); /* Konec prace s ncurses */

return O;

}
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CUDA - vypocty na grafickych kartach

® Masivne paralelni programovani na kartach nVidia
o stovky jader, tisice vlaken na jedné GPU
e mate pravdepodobne doma!

® Rozsireni jazyka C pro paralelni vypocty
e obohaceno o konstrukce pro paralelni spousténi vypodtu
e vyvojove nastroje dostupné zdarma

® CUDA toolkit
e http://developer.nvidia.com/cuda-toolkit-40
® CUDA programming guide

e http://developer.download.nvidia.com/compute/cuda/3 0O/toolkit/do
cs/NVIDIA CUDA ProgrammingGuide.pdf

® CUDA seminar na Standfordu

e http://itunes.apple.com/itunes-u/programming-massively-
parallel/id384233322#|s=1
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CUDA - ukazka
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Cppcheck

® A tool for static C/C++ code analysis
e Open-source freeware, http://cppcheck.sourceiorge.ne

® Last version 1.61 (2013-08-03)
® Used to find bugs in open-source projects (Linux kernel... )
® Command line & GUI version

® Standalone version, plugin into IDEs, version control...
e Code::Blocks, Codelite, Eclipse, Jenkins...
e Tortoise SVN
e not Visual Studio ®
® Cross platform (Windows, Linux)
e sudo apt-get install cppcheck
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Cppcheck — what is checked?

® Bound checking for array overruns
® Suspicious patterns for class

® Exceptions safety

® Memory leaks

® Obsolete functions

® sizeof() related problems

® String format problems...

® See full list
http://sourceforge.net/apps/mediawiki/cppcheck/in
dex.php?title=Main_Page#Checks
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Cppcheck — categories of problems

® error — when bugs are found

® warning - suggestions about defensive programming to
prevent bugs

® style - stylistic issues related to code cleanup (unused
functions, redundant code, constness...)

® performance - suggestions for making the code faster.

® portability - portability warnings. 64-bit portability. code
might work different on different compilers. etc.

® information - Informational messages about checking
problems
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Cppcheck

_iie Edit View Check Help . . . .
OaEZ 0 £ @ QAILIT@ Y] e

File Summary

Ohbject_Info.h
VirtPKCS11.cpp
VirtPKCS11App.cpp
o - VirtPKCS11App.cpp 61 Possible null pointer dereference: pAttrPtr - o...
o VintPKCS11App.cpp e 168 The scope of the variable ‘tokenHash2' can b...

[0 VinPKCSl1App.cpp | 1907 The scope of the variable 'userSectionKey' ca.. |
 VitPKCS11App.cpp 2116 The scope of the vaniable 'dataHash’ can ber..
» VirtPKCS11App.cpp 2117 Thescope of the vanable 'dataHash2' can be..,
~ VirtPKCS11App.cpp 680 An unsigned variable ‘handle can't be negati...
o VitPKCS11App.cpp 2138 An unsigned variable 'protectedDatalen’ can'...
& VirtPKCS11App.cpp warning 373 String literal compared with variable 'pData’. ...
» VirtPKCS11App.cpp style 16 Variable 'i' is assigned a value that is never us..,
o VirtPKCS11App.cpp style Variable ‘type is assigned a value that is neve..,
o VitPKCS11App.cpp style 2001 Variable 'a' is assigned a value that is neveru..
Fiiy VirtPKCS11App.cpp warning 13 Member variable 'CVirtPKCS11 App:m_curre..,

= VitPKCS11App.cpp performance 58 Prefer prefix ++/-- operators for non-primiti...

= VitPKCS11App.cpp performance 571 Prefer prefix ++/-- operators for non-primiti...

|i YirtPKCS11App.cpp performance 1506 Prefer prefic + +/-- operators for non-primiti...

!| VirtPKCS11App.cpp performance 1515 Prefer prefic++/-- operators for non-primiti...

I (A Tl K £ ACEL Mol Fox i - i A

Summary: The scope of the variable 'userSectionkey' can be reduced
Message: The scope of the variable 'userSectionkey’ can be reduced. Warning: It can be unsafe to fix this message. Be careful. Espedally when there are
inner loops. Here is an example where cppcheck will write that the scope for 7 can be reduced:
woid fiint x)
1
inti =0;
if () {
/fit's safe to move 'inti = 0" here
for fintn =0:n < 10: ++m 4
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Cppcheck — simple custom rules

® User can write own regular expression-based rules
o Perl Compatible Regular Expressions www.pcre.org
o limited only to simpler analysis
o executed over simplified code (code after preprocessing)
e http://sourceforge.net/projects/cppcheck/files/Articles/writing-
rules-2.pdf
® Regular expression can be supplied on command line
e cppcheck.exe --rule=".+" file.cpp
e match any code, use to obtain simplified code
e cppcheck.exe --rule="pass[word]*" file.cpp
e match any occurrence of pass or password or passwordword...

® Or via XML file (for stable repeatedly used rules)
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cppcheck.exe --rule="pass|[word]*" file.cpp

M Di\StaticAnalysis\dealloc.cpp - Notepad++

R Rl I —

Ble Edit Search Yiew

Encoding Lang
L,

uage Settin
N 1 X C\Windows\System

s T Ch | & B | -
: o oS 0| B oot e oere oo oo,

= e — | Copyright <c>» 2889 Microsoft Corporation. All rights reserved.
1 Hwoid £0) { d:~StaticAnalysis>cppcheck —rule="

pass[word =" dealloc.cpp
) ; Checking dealloc._cpp...
2 if (p) free(p):

[dealloc.cpp:4]1: <ztyle?> found *’pass’

[dealloc.cpp:5]: <ztuyle? found ’password’
char pass[] = "Secret"; d:=“StaticAnalysis>
char passwordl[] = "Secretc2”

E }

® cppcheck.exe --rule="if\(p\) {free\(p));}" file.cpp
will match only pointer with name 'p’
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ISO/IEC 9899:2011 (C11)
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ISO/IEC 9899:2011 (C11)

® Nejnovejsi verze standardu (2011)
e http://en.wikipedia.org/wiki/C11 (C standard revision)
e pridany drobné rozsireni jazyka
e pridany nekteré funkce drive dostupné jen v POSIXu
® Pekny souhrn motivaci a zmeén
e http://www.jauu.net/data/pdf/c1x.pdf

® VVyzkouseni na Aise:
e module add gcc-4.7.2
e gcc -std=c11
o GCC zatim nepodporuje vSechny nové vlastnosti

® (Zatim nejrozsirenéjsi zustava pouziti C99
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Viakna

® #include <threads.h>

® Velmi podobné viaknum v POSIXu (snadny pfechod)
e pthread create -> thrd_create
e phtread _mutex_init -> mtx_init

® Specifikace lokalni proménné ve vlakne Thread local

® |okalni proménna ve funkci spusténé paralelné v nékolika
vlaknech

® Thread local storage-class

® Atomic type qualifier, <stdatomic.h>
® Metody pro synchronizaci

® Atomické operace _Atomic int foo;
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Atomicnost operaci a pameti

® Je i++ atomickée?
® neni, je nutné nacist, zvetsit, ulozit
® u vicevlaknového programu muze dojit k prolnuti téchto
operaci
e nacte se hodnota, ktera ale jiz nebude po zvetSeni
aktualni — jiné vlakno ulozilo zvetsenou hodnotu i

® atomic_{load,store,exchange}
® atomic_fetch {add,sub,or,xor,and}
® atomic_compare_exchange
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Exkluzivni otevreni souboru - motivace

® Napr. MS Word pri editaci souboru soubor.doc vytvari
~$soubor.doc

® pri pokusu o otevreni souboru soubor.doc vzdy kontroluje, zda se
mu podafi vytvorit a otevfit ~$soubor.doc

® pokud ne, soubor soubor.doc je jiz editovan
® ~$soubor.doc je oteviran pomoci

® Po ukonceni programu se zamek rusi
® korektni ukonceni vetsinou smaze | soubor se zamkem
® nahlé ukonceni ponecha soubor, ale jiz neblokuje pristup
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Exkluzivni rezim otevreni souboru

® Jak zjistime, ze soubor (zamku) jiz existuje?
® otevri pro Cteni
® kdyz selze, tak vytvor a otevri pro zapis
® race condition mezi Ctenim a vytvorenim
® potrebovali bychom “selzi pokud existuje, jinak otevfi na zapis”
® DodateCny rezim otevireni souboru fopen("cesta", "wx"
® vytvor a otevri exkluzivnée
® selze pokud jiz existuje a nekdo jej drzi otevreny
® Typické vyuziti pro soubory signalizujici zamek (lock files)
® pokud je aplikace spusténa vicekrat, tak detekuje soubory, které
Jsou jiz pouzivany

® Ekvivalentni POSIX prikazu open(O_CREAT | O_EXCL)
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Typove proméenna makra

® VVyhodnoceni makra v zavislosti na typu
promenne (Type-generic expressions)

® klicove slovo _Generic

#define FOO (X) myfoo (X)

#define FOO (X)
_Generic((X)), long: fool, char: fooc, default foo) (X)
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Vylepsena podpora Unicode (UTF-16/32)

® char16_t and char32 t
® <uchar.h>
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Bezpecné varianty nekterych funkci

® Funkce z (Secure C Library)

e http://docwiki.embarcadero.com/RADStudio/XE3/en/Se
cure C Library

e hitp://msdn.microsoft.com/en-
us/library/8ef0s5kh%28v=vs.80%29.aspx

e http://www.drdobbs.com/cpp/the-new-c-standard-
explored/232901670

® fopen_s, fprintf_s, strcpy_s, strcat_s, gets_s...

o typicky kontrola délky paméti na ochranu pred zapisem
za konec alokované pameéti (buffer overflow)

® gets() depricated v C99, nyni uplné odstranena
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Makra pro zjistéeni moznosti prostredi

® STDC VERSION

e makro pro zjisteni verze, 201112L je C11
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Anonymni struct a union

® Struktury a unie bez pojmenovani

® Vyuziti pro vhorené deklarace struct nebo union
e struktura ma atribut, ktery je typu struct / union
e nikde jinde neni pouzit / potreba
® neni nutné pojmenovavat
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Funkce s rychlym ukoncenim

® Noreturn

e specifikace pro prekladac, z funkce se nevratime
(abort, exit...)

e umoznuje lepsi optimalizaci prekladacem
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TESTING

| FIND YOUR LACK OF TESTS DISTURBING.

Testovani, unit testing
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Typy testovani

® Manualni vs. Automatické
® Dle rozsahu testovaného kodu

® Unit testing
o testovani elementarnich komponent
o (jednotlivé funkce, tridy)

® Integracni testy
o test spoluprace nekolika komponent mezi sebou
o typicky dodrzeni definovaného rozhrani
® Systémoveé testy
e test celého programu v realném prostredi
e ovéreni chovani vuci specifikaci
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Psani unit testu

® Automatizovane spousténé kusy kodu

® Zamereni na testovani elementarnich komponent
e obsah proménnych (napf. je konstanta DAYSINWEEK==77?)
e chovani funkce (napf. sCita funkce korektné?)
e konzistence struktur (napf. obsahuje seznam prvni prvek?)

® Zakladni testovani opakuje nasledujici kroky:

1.V testu provedeme elementarni komponentu
e napf. spusténi funkce add

2. Obdobne jako pro assert() otestujeme vysledek
® vhodny assert(add(-1, 2) == 1);

3. Pokud neni podminka splnena, vypiseme hlaseni
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MinUnit — definice jednotlivych testu

/* file minunit example.c */
#include <stdio.h>
finclude "minunit.h"

-

-

-

in ests run = 0; budeme tes!

in
in

~e

oo =

f e

t
t

~e

-

static char * test foo()
mu assert("error, foo != 7", foo == 7);
return O;

i

o |

static char * test bar()
mu assert("error, bar != 5", bar == J5);
return O;

Uvod do C, 5.5.2014




.

.
E

|

|

har * all tests () {

mu run test(test foo0)
mu run test (test bar)

return 0

ilCc C

MinUnit — spusténi a vyhodnoceni testu

stat

.
4

.
4

.
4
.
4

tests run)

.
4
.
4

result)
sd\n",

LN

{

char **argv) {

0

"

all tests|()

)

t arqgc,
= 0
$s\n

(
char *result
tf("ALL TESTS PASSED\n")

t
tf("

’
in

prin

in

f (resul
prin
tf("Tests run

}

prin
return result

t ma
i

}

else {

}

in

.
>
N
&
0
)
o
o
o
o
>
D




Unit testy — dalsi informace

® Unit testy poskytuji robustni specifikaci
ocekavaneho chovani komponent
® Unit testy nejsou primarné zamerené na hledani
novych chyb v existujicim kodu
e vetsina chyb se projevi az pri kombinaci komponent
o typicky pokryto integracnim testovanim
® Regresni testy jsou typicky integracni testy
o testy pro detekci vyskytu drive odhalené chyby
® KliCové pro provadeni refactoringu
e poruseni unit testu je rychle odhaleno
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Unit testy — dalsi informace

® Delejte testy navzajem nezavislé

® Testujte jednim testem jen jednu komponentu
e zména komponenty zpusobi zménu jediného testu

® Pojmenujte testy vypovidajicim zpusobem

e co (komponenta), kdy (scénar pouziti), vysledek
(oCekavany)

® | dalSi typy testu Ize délat se stejnym
Jrameworkem®

e rozlisujte ale jasne unit testy od integracnich
® Integracni testy vykonaji souvisejici Cast kodu
e napf. vlozeni nékolika prvku do seznamu a test obsahu

Uvod do C, 5.5.2014 PB071



CxxTest — pokrocilejsi framework

® hitp://cxxtest.tigris.org/
® ProCiC++
e vyzaduje prekladac pro C++ a Python
e testy jsou funkce v potomkovi CxxTest::TestSuite

® L ze integrovat do IDE
e napfr. VisualStudio: http://morison.biz/technotes/articles/23

® Existuje velké mnozstvi dalsich moznosti
e http://en.wikipedia.org/wiki/List of unit testing frameworks
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CxxTest — dostupné testovaci makra
http://cxxtest.sourceforge.net/quide.html#FTOC7

Macro

TS5

FAIL (IHE55age)

TS5

ASSERT (€XPr)

TS

ASEEERT

EQUALS (X, V)

TS

ASSERT

SAME DATR (X, V, SiZé&)

TS

ASSERT

DELTE (X, V, d)

TS

ASSERT

DIFFERS (X, V)

TS

ASSERT

LESS THREN(X, V)

TS

ASSERT

LESS THAN EQUALS (X, V)

TS

ASSERT

PREDICLTE (R, X)

TS

ASSERT

RELATION (K, X, V)

TS

ASSERT

THROWS (eXPr, fype)

TS

ASSERT

THROWS EQUALS (EXPF, arg, X, V)

TS

LB55ERT

Description

Fail unconditionally

Venify (expr) 1s true

Verify (x==y)

Vernify two buffers are equal

Venfy (x==y) up to d

Verify /(x==y)

Verify (x<y)

Verify (x==y)

Verify P(x)

Verify x R y

Verify that (expr) throws a specific type of exception
Venty type and value of what (expr) throws

THROWS_ASSERT (expr, arg, assertion) Verify type and value of what (expr) throws

TS

LB55ERT

THROWS LNYTHING (eXE)

TS5

L55ERT

THREOWS HNOTHING (EX[)

TS5

WAEN (IMeSSAdIe)

TS

TELCE (MMeSSdge)

Verify that (expr) throws an exception
Verify that (expr) doesn't throw anything
Print message as a warning

Print message as an mformational message

%



Bezpecnostni dopady prace s pameti
a nhedostatecného osetreni vstupu

Uvod do C, 5.5.2014 PB071



Demo — buffer overflow u fixniho pole
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Predpoklady

® MS Visual Studio 2010 (MSVC kompilator)
e dostupné z fakultni MSAA

® V kodu alternativni nastaveni pro gcc

e v ukazkach nepouzito

e jiné rozlozeni promennych v pameéti nez u MSVC
® Debug rezim
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—

-

-

void demoBufferOverflowData() {

-

iable = 30;

unused_var

t
ine NORMAL_USER

b

{

-

#def

|

ine ADMIN_USER

#def

u
14

= NORMAL_USER

ights
ine USER_INPUT_MAX_LENGTH 8

userR

nt

#def

use_rName[USE

passwd[USE

_ _LENGTH];
_ _LENGTH];

R_INPUT_MAX

R_INPUT_MAX

char
char

"

// print some info about variables
prin

L]
14

userName", userName)
passwd", passwd)

n
unused_var

14

%p\n
%p\n
%p\n
%p\n

20s
20s
20s
20s
)

||0/0
||0/0
"%
"%-
// Get user name

tf(
tf(
tf(
tf(
tf(

prin

u
14

-

-

14

u
14

iable)

iable", &unused_var
userRights", &userRights)

14

prin

L]
14

14

prin

|

|

n
14

ll\n

prin

-

");

in as:

tf("log
gets(userName)

prin

|

// Get password

L]
14

", userName)

machine.com:

"%s@vulnerable

tf(
gets(passwd)

prin

n
14

L]
14

ited.\n\n", userName)

m

) {
normal user '%s', your rights are |

’

ights (set To NORMAL_USER and not changed in code)
== NORMAL_USER

// Check user r
if (userRights
printf("\nWelcome

>

)<
all mighty admin user '%s'!'\n", userNam

== ADMIN_USER

"\nWelcome

ights
printf(

if (userR

b

’

4
h
o
N
o
o)
@)

o)
e
e,

o

>
)




Rozlozeni dat v pameti

Flvoid demoBufferOverflowData() {

int unused wvariable = 38;
#define NORMAL_USER "n' Memory 1
#define ADMIN_USER ‘a’
- Add 0x:0024FE1
int userRights = NORMAL_USER; ress: | 0:0024FB1}

wea24FB1B
Enea24rB2C
Gwea24FB3D
Gwea24FB4E

#define USER_INPUT MAX_LENGTH 8
char userName [USER_INPUT_MAX LENGTH];
char passwd[USER_INPUT_MAX LENGTH];

// print some info about variables| BHEE24iE5: c
printf("%-28s: Ep\n™, "userName™, userName); @x@824FE70 Ge
BxBBE24FEEl BB BB BB CC CC CC CC CC CC CC CC CC CC

printf("%-28s: Ep'\n™, "passwd”, passwd);
printf("%-28s: %p'\n", "unused_variable™, &un
printf("%-28s: ¥pi\n™, "userRights", &userRig
printf({"\n");

‘8 dd @8 88 B8 B8
CC CC CC CC CC CC
CC CC CC CC CC CC
CC CC CC CC CC CC
CC CC CC CC CC CC CC
CC CC CC CC CC CC CC
CC CC CC CC

Bx@E24FBO2 85 2@ 45 b8 Ac fc 24 @@ 9a
BxBEZAFEAS 0O 9D 00 90 00 80 ed fd 7 cc
BxBE24FBEES
@xea24FBCS
BxB824AFBDE
BxBa24FBET
BxBE2AFBFE
@xBe24FCB9 CC €C €C CC CC CC

// Get user name
memset{userName, 1, USER_INPUT MAX LENGTH);
memset{passwd, 2, USER_INPUT_MAX LENGTH);

5 printf("login as: "); €C CC CC
fflush(stdout); B Autos B Locals B Threads B Modules B Watch1
00% - ¢ '
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Spusténi bez problému

-

(Global Scope) = | % demoBufferOverflowDatal)

{// Get user name Memory 1
memset(userName, 1,
memset(passwd, 2, uf Address: |0x0015FA03 -{ {#} | Columns: | Auto -

vl - T e e e s e e e

printf(“login as: "Jex@0813FA36 «CC CC €C CC €C €C €C C€C €C C€C €C € €cC ¢ €c cc cc IIIIIIIIIIIIIIIII =»

fflush(stdout); BxAB13FA47 cc 74 65 73 74 8@ 82 82 82 cc cc cc cc cc ¢c cc cc  Itest....IITIIIiI

gets(userName); Bx@B13FASE 7@ §5 74 72 @@ 81 @1 81 cc cc cc cc cc cc cc cc Ge petr....IIIIIIiin
BxBE13FAGD @B BB 8@ cC CC cC €C €C €€ €C cc le @@ @8 80 cc cc ...IITIITTE....11

// Get password @xPB13FA7A dcfcc 9c 2f eb d8 54 fb 13 @0 93 20 9 00 00 00 00 Ile/E0TG..3 O....

printf("¥s@vulnerabjexepl3iFase PO/ oo cc cc cc cc cc ... av.ITTiTEE

fflush(stdout); L [ P R B

gets(passwd); 8x8813FAA0 [egl W DADocuments\Develop\PBO71_spring20104pb071_cvl1_vs\Debug\pb071_cvil_vs.exe
@x0813FABE [

// Check user rightjexeel3FACF[ dc

if (userRights == Nj@x@813FAE: fitiit demoBufferOuverflowData HiHIH
printf (" \nielcofexe013FAF] userMame : BA13FASE
. 1 passud : B@13Fn48
Fflush(stdout) ;) owaal3raas unused_variable : BA13FA74
T @x@a13FBY3 userRights : BA13FAGS
- if (userRights == AJexBa13FER4 loai ¢
- v ogin as: pete
printf(™inkelco petrPuulnerable .machine.com: test
fflush(stdout);
} llelcome,. normal user ‘petr’, your rightsz are limited.
100 % - 4
userName

asswd

vOU UU U | 4




100 %

/! Get user name

memset{userMame, 1, USER_INPUT_MAX LEMGTH);
memset({passwd, 2, USER_INPUT_MAX LENGTH);
printf{"login as: ");

fflush{stdout);

gets{usertame);

/! Get password
printf{"%s@vulnerable .machine.com: ™,
fflush({stdout);

gets(passwd);

userhiang

// Check user rights (set to NORMAL_USER and

if (userRights NORMAL_USER) {
printf({"\nkelcome, normal user '¥s', your
fflush{stdout);

¥
if (userRights == ADMIN_USER) {
printf({"\nkelcome, all mighty admin user

]
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Address: | 0x0024FB1B/

ExBa24FE1D
BxBa24FB2C
ExBa24FE3D
BuBE24FB4E
ExBa24FB5F
ExBa24FETH
ExBa24FEE1
ExBa24FEO2
BxBa2AFBAS
BxBE24FEBL
BuBa24FBCS
BxBa24FBDE
BxBa24FBET
ExBa24FBFE
BxBa24FCBI

i

="

Autos Bl Locals

cC
cc

cc fc
ccfcc
civ 82

ccC
ccC
ccC
(o] m
a2
69
ae
85
ae
ccC
cC
ccC
ccC
ccC
cC

cC
cC
cC
cC
a2
Bc
cC
28
ae
cC
cC
cC
cC
cC
cC

cC
cC
cC
CcC
a2
e
cC
45
aa
cC
CcC
cC
cC
cC
cC

£C
cC
cC
cC
a2
el
cC
ba
aa
cC
cC
cC
cC
cC
cC

[E Memoryl

cC
cC
cC
cC
82
a1
cC
BC

cC
cC
cC
cC
B2
a1
cC
fc
fd
cC
cC
cC
cC
cC
cC

cC
cC
cC
CcC
a2
cC
cC
24
Fii
cC
CcC
cC
cC
cC
cC

cC
cC
cC
cC
cC
cC
cC

cC
cC
cC
cC
cC
cC
cC

cC
cC
cC
cC
cC
cC
cC
9a
cC
cC
cC
cC
ccC
cC
cC

cC
ccC
ccC
cC
ccC
ccC
1le
28
cC
ccC
cC
ccC
cC
ccC
cc

Spusteni utocnikem — userName

cc
cc
cc
cc
cc
cc
e
dd
cc
cc
cc
cc
cc
cc
[

Threads BB Modules

£cC
£cC
£cC
CC
£cC
£cC
aa
aa
£cC
£cC
CC
£cC
£cC
£cC
£cC

cC
cC
cC
cC
cC

(ol
aa
aa
cC

cC
cC
cC
cC
cC
cC

Ll
CC
CC
CcC
CC
CC
CC
5]
L
CC
CcC
CC
CC
CC
CC

'| {5} | Columns: | Auto

cc
ccC
ccC
cc
ccC
Ge
ccC
28
ccC
ccC
cc
ccC
ccC
ccC
cc

B Watch1

FoRs

ITTITTITITIITIITIIIT




Spustéeni utocnikem - passwd

printf({"login as: ");
fflush(stdout); Memory 1
gets(userlame); Address: ﬂ:qﬂﬂldFEll,» -| {#} | Columns: | Auto -
Px@E24FB1E €€ €f €C €C €C €C €C €C €€ €€ €€ €C €€ €€ €€ ¢€ ¢ IIIIIIIIIIIIIIIIT =
‘E‘J_GEt password . BxBB24FB2C cc cd €C €C €C €C €C €C €€ €C €€ ¢c €c €c cc cc cc IIITITIITTITIIIIILZ
printf("%s@vulnerable.machine.com: “4p 0n-4FE3D cc cf cc cc cc cc cc cc cc cc cc cc cc ec cc cc cc  ITTTTITITIIITIiiE
fflush(stdout); BwBB24FB4E cCcC £C €€ €C €€ €C €C € €€ €€ cc ¢c €c cc cc cc ITIIITITITITITIIIT
gets(passwd); Bx@BB24FBSF  cc 31 32 33 34 35 36 37 38 31 32 33 34 35 36 37 38 I11234567812345678
. BwEB24FETE 44 65 76 69 6C 28 49 28 61 6d Ze 28 48 61 28 48 61 Devil I am. Ha Ha
"'_f"f Check L-.ISEF‘ rights (set fo NORMAL_L BxBB24FES]1 @@ @@ @@ cc cc cc cC cC €C cc cc le @@ @@ @@ cc cc ... .IITITITT....IT
if (userRights == NORMAL_USER) { GxB@24FB92  cc cc B5 20 45 b8 6c fc 24 80 9a 20 dd @0 @0 @@ @@ IT. £ 1u$.% V.... [ |
printf("\nielcome, normal user '3 PxERIAFELAT ©P @0 60 0P 8B 8@ o8 fd 7f cc cc cc cc ec cc e e ......3y. ITTTIIIE
fflush(stdout); PxBRIAFEBL €C €C €C €€ €C €€ €€ €C €€ €€ €€ €c c€c €c cc cc cc IITITTITTiITTTTess
:! . BxBB24FBCS €C €C €C €C CC €C €C €C €C €C €C €C c€c ¢c cc cc cc IITTITTITITITTILT
if {us?r‘nghts == ADHIM—USER? 1 BxBE24FBDE  CC €C €C €C CC €C €C €C €C € €€ cc ¢c ¢c cc cc cc IITTTITITITITITITITITIiis
printf("\nielcome, all mighty ad BxBE24FBEY €C €C €C €C €C €C €C €€ €€ €€ €€ €c € cc cc cc cc IIITIIITITITTTasss
fflush(stdout); BxBE24FBFS €C €C €C €C €C €C €C €€ €€ €€ €€ €c € cc cc cc cc IIITIIITITITITasss
¥ BxBa24FCa9 cc cc £C €C €C €€ €C €€ €C ¢c €c ¢c cc cc cc IITITIIITITTITITIfIss -
B® Autos Bl Locals B Threads B Modules B Watch1

O

// How to FIX:

® Prilis dlouhé heslo prepsalo v pameti userName |

userRights
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Spustéeni utocnikem - vysledek

i ° DADocuments\Develop\PBO71_spnng201hpb071_cvll vs\Debug\pb071_cvll vs.exe

#itit demoBuf ferOuerf lowData HUEHH
userMame ABd24FB7A
paszsuwd HA24FBaA
unused_variable BB24FBBC
uzerRights HA24FBRA

login az: evil
evillyulnerable _machine.com: 1234567812345678Devil I am. Ha Ha

elcome, all mighty admin uszer 'Devil I am. Ha Ha'?t
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Jak muze chranit programator?

® Dusledna kontrola délky nacitanych dat

® Preventivni mazani nacitaného pole
e nebo preventivni nastaveni posledniho bajtu na 0

® Jazyk C nema prilis pohodiné nastroje pro nacteni vstupu
s variabilni délkou

e musime zjistit dopredu délku vstupu a alokovat (malloc)
dostatecCné pole

e nebo resit situaci, kdy se nacitany vstup nevleze do fixniho pole
(napr. fgets())
® Nelze spoléhat na ,bezpecné” usporadani dat v pameti
e ruzné kompilatory umisti proménné rtizné
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Jak muze chranit prekladac?

® Preklada¢ muze “obalit” citlivé objekty v paméti
dodateCnou ochrannou

e dodatecny pametovy prostor kolem poli se specialni hodnotou
(napf. Oxcc) — moznost nasledné detekce prepisu

e nahodna hodnota (canary word) pred navratovou adresou z
funkce kontrolované pred nasledovani adresy

e randomizace paméti (ASLR)

e ochrana datové sekce programu pred vykonanim (DEP)
® Dostupné prepinace prekladace

e MSVC: /RTC1, /DYNAMICBASE, /GS, /NXCOMPAT

o GCC: -fstack-protector-all
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Jak muze chranit dodate¢na analyza?

® Staticka analyza
e probiha nad zdrojovym kdédem bez jeho spusteni
e Napr. Cppcheck, Microsoft PREfast...
® Dynamicka analyza
e probiha nad spustenou binarkou programu
e napr. Valgrind (nejen memory leaks)

® VVyrazna, automatizovana pomoc
e pozor, nedetekuje vsechny chyby!
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Microsoft PREfast

® Microsoft Visual Studio 2012/3 Ultimate
e pro studenty dostupné v ramci MSAA

® Visual Studio —» Analyze — Run code analysis...

w BufferCwverflow - Microsoft Visual Studio

FILE EDIT MEW  PROJECT BUILD DEBUG  TEAM  TOOLS TEST  ARCHITECTURE  AMALYZE  WINDOW  HELP
e i - e P Local Windows Debugger - Auto = Debug ~ Win32 - A_ g = G e IS |
';,"T T T s e halt S il EufferOverflow.cpp & X
= Analyze - £} GSearch o B (Global Scope) = @ demoBufferCverflowDatal)
& ’ z
= : int unused variable = 38;
E All Projects (3) = All Results (3) - #define NORMAL USER (g
" | cB386 Wiite overran #define ADMIN_USER '3’
int userRights = NORMAL USER;

Buffer overrun while writing to 'userMame’ the writable size is '8" bytes,
but '4294967295' bytes might be written,

Line Explanation
16 ‘userMame'is an array of 8 elements (8 bytes)
32 Invalid write to 'userMName[4294967204]", (writable range is0to 7)

Maore infarmation

bufferoverflow.cpp (Line 33)

Warning Actions «

C6386 Write overrun
bufferoverflow.cpp (Line 38)

Ce011 Dereferencing null pointer
bufferoverflow.cpp (Line 107)

#define USER_INPUT MAX LENGTH 8
char userMame[USER_TNPUT MAX LENGTH];
char passwd[USER_INPUT MAX LENGTH];

// print some info about variables

printf({“Ahoj ¥-28s: ¥p\n", "userName", userfams);

printf("%-28s: ¥p\n", “passwd", passwd);

printf("%-28s: ¥p\n", "unused variable", Bunused variable};
printf("%-28s: ¥p\n", "userRights", 8userRights);

printf("%-28s: ¥p\n", "demoBufferOverflowlata", demoBufferOverflowDati
/! prob lem

printf({"\n™);

ff Get user name
memset{userMame, 1, USER INPUT MAX LENGTH);



Demo — kontrola vstupu pro system()
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Predpoklady

® Nezavislé na prekladaci

® Funkce demolnsecureSystemCali()
® vypise ze souboru informace o pouziti
e nedovoli pouzit prikaz ‘type’ a ‘dir
® Jak muze utocnik vypsat obsah adresare?

Uvod do C, 5.5.2014 PB071
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");

<
«

y not be allowed as well.....

n
4

= getc(file)) '= EOF) putc(c, stdout);

7
ile content is not allowed
[INFO] Type command is not allowed!\n")

ile)

le ’((c

fclose(f
tfF("[INFO] Dir command is not allowed!\n")

tf(
return

return;
[INFO] Running command '%s"\n", command)

prin

char c
whi
inting f
prin

tf("\n\n[USAGE INFO]
if ((file = fopen("usage_help.txt", "r")) I= NULL) {

tf(n\n\nu)

// Pr
tf(
system(command);

prin

FILE* file = NULL;
prin
prin

}

}

// other_comands ma
// We tested for all unwanted commands, input should be safe now, execute i

if (strncmp(command, "dir", strlen("dir")) == 0) {

// Listing of directory is not allowed

i
H

Nedostatecné osetreni zak

void demolnsecureSystemCall(const char* command) {
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Jak muze utocnik vypsat adresar?

® Vlozeni bilych znaku
e pri vyvhodnocovani system() jsou pozdeji ignorovany
® Ruzna velikost znaku (system() ignoruje)
® Specialni znaky (tab...)
® Retézeni nékolik pfikazl

o ..
demolnsecureSystemCall("dir"); // Directory listing is not allowed
demolnsecureSystemCall(" dir"); // Maybe, we can get around with spaces
demolnsecureSystemCall("DiR"); // ... or different character case

demolnsecureSystemCall("\011dir"); // ... or special character(s) (\011 is tab)
// ... or sequence of commands
demolnsecureSystemCall("echo You can't stop me & dir");

I // ...or ..




Jak muze utocnik vypsat adresar a soubor?

® Predpoklad: vystup volani system() neni
vypisovan utocnikovi
o i spusténi system(“dir’) nepomuze
® | ze vyuzit nekolik naslednych volani

demolnsecureSystemCall("echo You can't stop me & dir > usage_help.txt");
demolnsecureSystemCall("echo Hacked");

® L ze nepredpokladané vyuzit stavajici funkCnostsi
e napr. zapis vystupnich dat do souboru s napovedou

demolnsecureSystemCall("type top_secret.txt");
demolnsecureSystemCall("\x20\x20\x20\x20\x20type top_secret.txt");
demolnsecureSystemCall("notepad.exe top_secret.txt");
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Demo — chybna prace s retézci
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Textoveé retéezce

® Reté&zec v C musi byt ukon&en nulou \0

® Pokud neni, velké mnozstvi funkci nefunguje
e pokracuji dokud neni v paméti nula (za koncem pole)
® Funkce pro praci s retezci

o sprintf, fprintf, snprintf, strcpy, strcat, strlen, strstr,
strchr, read...

® Funkce pro praci s pameti
® memcpy, memmove
o (pokud je délka na kopirovani zjiStena strlen(string))

® http://www.awarenetwork.org/etc/alpha/?x=5
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Kontrola hesla

char* password) {

tMemoryOverflow (char* userName,

d demoAdjacen

vol

.
4

char message[100]

.
’

"very secret password nbul23"

char realPassword][]

char buf[8]

.
4

¢

o
4

sizeof (buf))
f (message))

4

0

memset (message,

4

memset (buf

o
14

Slzeo

4

0
11 copy only characters which fits

to buf

in

1

// We w

.
4

£ (buf))

,Sizeo

strncpy (buf,userName

e

r1ig

1ng sensitive,

t username to standard output-no
s' password\n", buf)

tf (message,
tf("%s", message)

if (strcmp(password,

in

// Pr

o
4

%

"Checking

sprin

.
4

realPassword)

tf("Correct password:

prin

prin

|

}

else {

.

.
4

tf ("Wrong password.\n")

prin




Zjisteni ocekavaného hesla

® Utok je 8asto kombinace nékolika operaci
e nedostateCna déelka pameti
e chybégjici oSetreni koncové nuly
e funkce predpokladajici pritomnost koncové nuly

demoAdjacentMemoryOverflow("admin", "I don't know the password");
demoAdjacentMemoryOverflow("adminxxxx", "I still don't know the password");
demoAdjacentMemoryOverflow("admin", "very secret password nbul23");
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vlozené userName bez
koncové nuly

zacatek

printf("\n"); realPassword

o ; L |
memset{buf, 8, sizeof(buf)); ikt T v L[] X
memset{message, 1, sizeof(message)); | Address: | 0x002FF5B4 ~ier]
strncpy (buf, userfame, sizeof (buf)); Bxee2FFeB4 cc ec ke cc ec cc co cf cc cc ec cc cc cc IIITTITITIIIIT -

B 3 CCoCC A CCOCE COC O CC o CCoocC CC CC CE CC iiiiiiiiiiiiii
/# Mow print username to 5'_'3'_""'"3"‘-] U aves 61 64 gd 69 6e 78 78 78 cc cc cc cc cc cc  adminxxxIIIIII

= sprintf(message, "Checking '%s’ passwlo coorrans cc cc 76 65 72 79 28 73 65 63 72 65 74 28 IIvery secret

printf("%s", message); Ox@O2FFEEC 78 61 73 73 77 6F 72 64 20 6e 62 75 31 32 password nbul2
if (strcmpipassword, realPassword) == @x@B2FFGFA 33 @@ cc cc cc oc cc oc cc cc ©1 @1 @1 @1 3. ITTITIfY....
_ printf("Correct password-\n"); la,aaoFF768 01 ©1NL @1 61 01 61 €1 @1 @1 61 01 B1 B1 ..............
¥ BxBB2FF716 81 61 @Y 81 01 81 81 81 81 81 81 81 01 Bl ..............
else { Bx@B2FF724 81 @1 61\91 01 01 81 01 A1 61 61 81 61 81 ..............
_ EeinrfiTurong pasewond. n}s @xBE2FF732 @1 @1 B1 6% @1 81 61 81 O1 01 A1 B1 01 @1 .............. i
¥ - -

B Aut.. B Loc. JEIEH Mo.. BA Wa.. % Cal.. BE:Bre.. B Ou..

= ff FIX: Do not allow to have non-terminated string
=3

___prvni koncova nula
§ ° D\Documents\Develop\PBO71_spring2010hpb071 cvll vs\Debug\pb071 cvll vs.exe pro fetézec buf

it demoAdjacentMemoryOuert low HiHH
i 'admin' password
ssyord.
'adm&nxxx“”““”““”uery secret password nbul23’ password
ssword.
'admin’' password
ssyord.
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Shrnuti

1. Budte si védomi moznych problému a utoku

e S velkou pravd$podobnosti budete vytvaret aplikace v sitovem prostredi

o Pisté pékne, nevytvarejte snadno napadnutelny kod

o Nastroje pro automatickou kontrolu za vas vSechny problémy nevyresi
2. Pouzivejte bezpectné verze zranitelnych funkci

e Secure C library (xxx_s funkce s pfiponou _s, soucast standardu C11)

o datové kontejnery, pole a rfetézce s automatickou zménou velikosti (C++)
3.  Kompilujte se vSemi dostupnymi ochrannymi prepinaci prekladace

e MSVC: /RTC1,/DYNAMICBASE, /GS, /NXCOMPAT

o GCC: -fstack-protector-all

4. Pouzivejte automatické nastroje pro kontrolu kédu
o staticka a dynamicka analyza, fuzzing, skenery zranitelnosti

5.  Vyuzivejte ochranny nabizené modernimi operacnimi systémy
o DEP, ASRL...
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Tutorialy

® Buffer Overflow Exploitation Megaprimer (Linux)
e http://www.securitytube.net/groups?operation=view&qgroupld=4

® Tenouk Buffer Overflow tutorial (Linux)

e http://www.tenouk.com/Bufferoverflowc/bufferoverflowvulexploitde
mo.html

® Format string vulnerabilities primer (Linux)
e http://www.securitytube.net/groups?operation=view&groupld=3

® Buffer overflow in Easy RM to MP3 utility (Windows)

e https://www.corelan.be/index.php/2009/07/19/exploit-writing-
tutorial-part-1-stack-based-overflows/
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